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				Protecting Remote Access users of Tax and Customs VPN systems within the Portuguese Ministry of Finance

D.G.I.T.A is the IT arm of the Tax and Customs Departments within the Portuguese Ministry of Finance. Their objective was to find a secure remote access solution to an increased number of auditing personnel who required access to the central systems whilst away from the office visiting taxpayers.

 


							

		

	


	





	
		
			
				The Challenge

The Tax and Customs Departments of the Portuguese Ministry of Finance have traditionally been using a token-based system for VPN access, necessitating the need to combine a personal identification number (PIN) with a token code. Only fifty people had the resources to work remotely in this way, but an easier and more secure system was sought to accommodate the department’s entire team of 1,800 agents to allow them to work away from the office at the corporate sites they were auditing.

D.G.I.T.A had recently purchased the IAG SSL VPN solution from Microsoft to allow remote access and the challenge was to find a complementary strong authentication solution for the employees accessing remote files from their laptops via UMTS.

With the increased level of personnel requiring remote access to their systems, D.G.I.T.A was concerned about the logistics and costs involved in dispatching 1,800 tokens to remote employees in the deployment phase, and the additional necessity of mailing tokens should any employees forget or misplace their tokens. The recuperation of tokens was also a consideration that needed to be addressed. The combination of all of these factors led to the search for a tokenless authentication solution.

The Solution

Recommended by a leading IT company in Portugal, D.G.I.T.A chose Swivel Secure’s multi-factor authentication platform to protect remote users accessing the systems through the VPN. D.G.I.T.A utilised, PINsafe®, Swivel Secure’s patented One-time Code (OTC) extraction protocol and provided every user with a unique PIN code. This code is combined with a randomly generated security string in order to extract an OTC for every login generated. The user is only asked to remember his PIN in order to extract an OTC at the time of receipt of the security string, which is sent to them either via the web browser or the mobile phone. PINsafe® was seen to be secure and very easy to use, which made it the perfect solution for users at the Tax and Customs Departments of the Portuguese Ministry of Finance.

“Because of the large increase of employees needing to gain remote access to their files, it was imperative for us to provide a one-time access code system that would be easy to manage and deploy.”

“With agents spread all over the country it would be difficult to send a token to every person and then activate the token at the office, so, for logistical reasons, the tokens were just not considered a viable option.”


Pedro Pereira, IT Security Officer/ D.G.I.T.A at the Portuguese Ministry of Finance

The district managers were provided with a general manual of instructions and then trained their personnel. The Swivel Secure Authentication Platform was quickly incorporated and taken on board with ease and the newly integrated Swivel Secure system is expected to be a long term, cost-effective solution for the Tax and Customs Departments of the Ministry of Finance.

The Outcome

Ease of use and security provide peace of mind for all.

The transition to Swivel Secure occurred easily and, since its deployment six months ago, only a handful of administration queries have arisen, which is a great success story considering the number of employees repeatedly accessing (approximately 5 times per day) the system remotely. There are now 1,800 agents working productively from remote locations, able to securely access their files. The objective was accomplished with the minimal implementation or end-user issues and at a very reasonable cost.

“The worry of employees losing their tokens often meant a loss of money that has been invested, With PINsafe® if an employee retires or leaves the company the license can be transferred to someone else, which is a much more cost effective solution for us.”

“Swivel Secure is just an easier option all round, for both the employee and the IT department, as the agents don’t need to remember to carry a token with them. We are so impressed with the Swivel Secure system we will probably increase its use within the Tax and Customs Departments over time.”


Pedro Pereira, IT Security Officer/ D.G.I.T.A at the Portuguese Ministry of Finance
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	Company Name 

	Email
                            
                        

	Phone 

	CountryCountry
Afghanistan
Albania
Algeria
American Samoa
Andorra
Angola
Antigua and Barbuda
Argentina
Armenia
Australia
Austria
Azerbaijan
Bahamas
Bahrain
Bangladesh
Barbados
Belarus
Belgium
Belize
Benin
Bermuda
Bhutan
Bolivia
Bosnia and Herzegovina
Botswana
Brazil
Brunei
Bulgaria
Burkina Faso
Burundi
Cambodia
Cameroon
Canada
Cape Verde
Cayman Islands
Central African Republic
Chad
Chile
China
Colombia
Comoros
Congo, Democratic Republic of the
Congo, Republic of the
Costa Rica
Côte d'Ivoire
Croatia
Cuba
Curaçao
Cyprus
Czech Republic
Denmark
Djibouti
Dominica
Dominican Republic
East Timor
Ecuador
Egypt
El Salvador
Equatorial Guinea
Eritrea
Estonia
Ethiopia
Faroe Islands
Fiji
Finland
France
French Polynesia
Gabon
Gambia
Georgia
Germany
Ghana
Greece
Greenland
Grenada
Guam
Guatemala
Guinea
Guinea-Bissau
Guyana
Haiti
Honduras
Hong Kong
Hungary
Iceland
India
Indonesia
Iran
Iraq
Ireland
Israel
Italy
Jamaica
Japan
Jordan
Kazakhstan
Kenya
Kiribati
North Korea
South Korea
Kosovo
Kuwait
Kyrgyzstan
Laos
Latvia
Lebanon
Lesotho
Liberia
Libya
Liechtenstein
Lithuania
Luxembourg
Macedonia
Madagascar
Malawi
Malaysia
Maldives
Mali
Malta
Marshall Islands
Mauritania
Mauritius
Mexico
Micronesia
Moldova
Monaco
Mongolia
Montenegro
Morocco
Mozambique
Myanmar
Namibia
Nauru
Nepal
Netherlands
New Zealand
Nicaragua
Niger
Nigeria
Northern Mariana Islands
Norway
Oman
Pakistan
Palau
Palestine, State of
Panama
Papua New Guinea
Paraguay
Peru
Philippines
Poland
Portugal
Puerto Rico
Qatar
Romania
Russia
Rwanda
Saint Kitts and Nevis
Saint Lucia
Saint Vincent and the Grenadines
Samoa
San Marino
Sao Tome and Principe
Saudi Arabia
Senegal
Serbia
Seychelles
Sierra Leone
Singapore
Sint Maarten
Slovakia
Slovenia
Solomon Islands
Somalia
South Africa
Spain
Sri Lanka
Sudan
Sudan, South
Suriname
Swaziland
Sweden
Switzerland
Syria
Taiwan
Tajikistan
Tanzania
Thailand
Togo
Tonga
Trinidad and Tobago
Tunisia
Turkey
Turkmenistan
Tuvalu
Uganda
Ukraine
United Arab Emirates
United Kingdom
United States
Uruguay
Uzbekistan
Vanuatu
Vatican City
Venezuela
Vietnam
Virgin Islands, British
Virgin Islands, U.S.
Yemen
Zambia
Zimbabwe
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Swivel Secure, Inc.

1340 Reynolds Ave. #116-285

Irvine, CA 92614


			                		


			                		
			                			
										+1 949 480 3626 (Pacific Time)

Toll Free: 866.963.AUTH (2884) Option #2

usa@swivelsecure.com
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1200 Century Way

Thorpe Park

Leeds

LS15 8ZA


			                		


			                		
			                			
										HQ: +44 (0)1134 860 123

Support: +44 (0)1134 860 111

hq@swivelsecure.com
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										Portugal

Estrada de Alfragide, N67

Lote H, Piso 0 (Alfrapark)

2614-519 Amadora

Alfragide, Portugal


			                		


			                		
			                			
										+351 215 851 487

portugal@swivelsecure.com
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Calle Punto Mobi 4,

28805 Alcala de Henares,

Madrid, Spain


			                		


			                		
			                			
										+34 911 571 103

espana@swivelsecure.com
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Dubai Silicon Oasis

DDP, Building A2

Dubai – United Arab Emirates
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We use cookies on our website to give you the most relevant experience by remembering your preferences and repeat visits. By clicking “Accept”, you consent to the use of ALL the cookies. Do not sell my personal information.

Cookie SettingsAccept


Manage consent

  
	
		  
			
			Close
		  
		  
			
	
		
			
				Privacy Overview
				
					This website uses cookies to improve your experience while you navigate through the website. Out of these, the cookies that are categorized as necessary are stored on your browser as they are essential for the working of basic functionalities of the website. We also use third-party cookies that help us analyze and understand how you use this website. These cookies will be stored in your browser only with your consent. You also have the option to opt-out of these cookies. But opting out of some of these cookies may affect your browsing experience.
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									Necessary cookies are absolutely essential for the website to function properly. These cookies ensure basic functionalities and security features of the website, anonymously.
	Cookie	Duration	Description
	cookielawinfo-checkbox-analytics	11 months	This cookie is set by GDPR Cookie Consent plugin. The cookie is used to store the user consent for the cookies in the category "Analytics".
	cookielawinfo-checkbox-functional	11 months	The cookie is set by GDPR cookie consent to record the user consent for the cookies in the category "Functional".
	cookielawinfo-checkbox-necessary	11 months	This cookie is set by GDPR Cookie Consent plugin. The cookies is used to store the user consent for the cookies in the category "Necessary".
	cookielawinfo-checkbox-others	11 months	This cookie is set by GDPR Cookie Consent plugin. The cookie is used to store the user consent for the cookies in the category "Other.
	cookielawinfo-checkbox-performance	11 months	This cookie is set by GDPR Cookie Consent plugin. The cookie is used to store the user consent for the cookies in the category "Performance".
	viewed_cookie_policy	11 months	The cookie is set by the GDPR Cookie Consent plugin and is used to store whether or not user has consented to the use of cookies. It does not store any personal data.
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